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First Steps

1. You will need both your computer and your smartphone to enroll for MFA and download
the Microsoft Authenticator app. If you do not have a data plan for your smartphone,
please connect to your Wi-Fi to complete the next steps.

Note: you require an App Store account on your phone in order to download any apps. If you
have a work issued device please use your work email account to setup the account. Click the
link below for instructions for your phone:

iPhone - How to create a new Apple ID - Apple Support (CA)
Android - How to add & use accounts in the Google Play Store on your device - Google Play Help

2. Your phone requires passcode, touch ID, face ID or thumbprint. If you have not set this
up yet please refer to the below links:

. iPhone - Passcode setup: Use a passcode with your iPhone, iPad, or iPod touch - Apple Support
. iPhone - Touch ID setup: Use Touch ID on iPhone and iPad - Apple Support (CA)
. iPhone - Face ID setup: Use Face ID on your iPhone or iPad Pro - Apple Support

. Android - How to set Pattern, Pin or Password for your Lock screen | Samsung SG

Download and self-register with the Microsoft Authenticator app

On your phone, go to your app or play store and search Microsoft Authenticator. Ensure
the app you choose says “Microsoft Authenticator” as there are many ads and other
similar looking apps in the store. Alternatively, you can scan the below QR codes to find the
app if easier.

iPhone Android
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https://support.apple.com/en-ca/108647?device-type=iphone
https://support.google.com/googleplay/answer/2521798?hl=en
https://support.apple.com/en-us/119586
https://support.apple.com/en-ca/102528
https://support.apple.com/en-us/108411
https://www.samsung.com/sg/support/mobile-devices/how-to-set-a-pattern-pin-or-password-for-your-lock-screen/
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On your phone, tap Microsoft Authenticator and then touch Install

Microsoft Authenticator

4.6

On your computer, open Microsoft Edge (preferred), Google Chrome or Apple’s Safari.

On your computer, do one of the following:

c) If using a personal computer, continue to step 5.

d) If using a work computer, click the ellipsis at the top right corner of the screen and
then choose New InPrivate Window (Edge) or New Incognito window (Chrome)
from the drop-down menu (Safari not shown below, please see Browse privately in

Safari on Mac - Apple Support (CA)).
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On your computer, go to https://aka.ms/setupsecurityinfo and enter your email address
(ex. username@wrha.mb.ca, user@sharedhealthmb.ca, userl@ierha.ca, etc.) then click

Next.

B Microsoft

Sign in



https://aka.ms/setupsecurityinfo
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On your computer, enter your password on the next screen. If Microsoft asks you to stay
signed in, choose ‘Don’t show this again’ and then click Yes.

On your computer, you are directed On your computer, the Add a method
to the Security info screen. Click Add screen displays. Select Authenticator
sign-in method. app from the drop-down menu.

Add a method X

Which method would you like to add?

-1~ Add sign-in method

’ Choose a method

Authenticator app

On your computer, click Add.
On your phone, open the Microsoft Authenticator app é

On your computer, click Next.

On your phone, if the app asks you to accept their policy statement, touch | Agree. You are
migrated to the next screen.

On your phone, touch Work or On your computer, click Next and a
school account. (Note: you may QR Code will appear.

need to click the “+” symbol in top

right corner of app to get this On your phone, select “Scan QR
prompt) code”

Add account
m :

Work or school account
n

. Add work or school account

=. Personal account
2] Sign in
Scan QR code
Other (Google, Facebook, etc.)
Cancel
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On your phone, scan the code on your computer screen using the Microsoft Authenticator
app. Your camera will automatically open up. Simply point the camera at the QR code on
your computer screen.

Note: You may switch to the Code / URL Combination.

Microsoft Authenticator

Scan the QR code

Can't scan image?

On your computer, click Next. The Account added successfully message appears at the
bottom of the screen.

Important:

Depending on your smartphone settings, you may receive the message “App
Lock enabled. To better protect you, we have enabled App lock by default. To
respond to an MFA notification without having to enter your device PIN, go to
the Settings inside the Microsoft Authenticator app on your smartphone
(Menu| Settings), scroll down to the Security section and turn off the ‘App Lock’

setting.
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On your computer, you are prompted to try out the MFA app. Click Next.

. Let's try it out
Bac
On your computer, take note of the On your phone, touch Yes or Approve
number shown on your computer within 30 seconds to approve the sign
in request. Your Microsoft
B¥ Microsoft Authenticator app will open and you
testuser@sharedhealthmb.ca can enter the number shown on your
Approve sign in request computer screen then click on Yes.
10 i
testuser@sharedhealthmb.ca

Enter the number shown 1o sign in.

freroumeerree|(@D
No, it's not me Yes @

On your phone, you may now be prompted to enter your phone’s PIN or
thumbprint/touch/face ID. Please follow the prompts to do so.

On your computer, you are prompted that the sign-in was approved.

On your computer, click Next. You are now registered to use MFA!
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